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The NodeZero Platform by Horizon3.ai
Recap

The NodeZero Offensive Security Platform by Horizon3.ai empowers enterprises and other

organizations to adopt an attacker’s perspective, identify exploitable weaknesses,

and continuously validate the effectiveness of their defenses.

NodeZero shows organizations how attackers chain misconfigurations, credentials, and exposures across their on‐

premises, cloud, and hybrid infrastructures into meaningful attack

paths. Every weakness it discovers is validated with evidence, helping teams cut through noise and focus on what

truly matters. Organizations use NodeZero to assess their

environments, remediate issues, and achieve measurable risk reduction.

What are the standout features of NodeZero Platform?

• Autonomous Pentesting at Scale: Pentest tens of thousands of assets in hours.

• Hybrid Cloud Coverage: Expose attack paths across on‐premises, hybrid, and cloud.

• Proof of Exploitation: Validate every finding with hard evidence.

• Fix Validation: Retest quickly to confirm remediation.

• NodeZero Tripwires™: Detect real adversaries reusing discovered attack paths.

What benefits can users expect from NodeZero Platform?

• Measurable Risk Reduction: Focus on what attackers can actually exploit.

• Operational Efficiency: Eliminate noise and reduce manual effort.

• Defense Validation: Prove that EDR/XDR and other controls work.

• Regulatory Confidence: Meet compliance with evidence‐backed results.

• Cost Advantage: Replace limited manual pentests with scalable testing.
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Valuable Features
Excerpts from real customer reviews on PeerSpot:

“The NodeZero Platform by Horizon3.ai has positively impacted my
organization by giving us a better continuous picture of our security posture,
what's exploitable, and what can be used against the organization.”

Brent Hamlin

Infrastructure Manager at a construction company with 501‐1,000 employees

“We chose The NodeZero Platform by Horizon3.ai because, first, of its
superior technical capability for the use cases we were looking for, second,
the cost, which we believe was much more affordable than the other
products, and third, the customer and technical support was very good for
us.”

Hussain Z

Senior Manager | Manager Security Services at RISK ASSOCIATES
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“For us, The NodeZero Platform is literally the single best security solution
we have because the way that it works is we're able to scan every part of our
network, both internally and externally, and then get completely actionable
feedback that doesn't matter if it's for an application developer or a network
admin.”

Shaun Hunt

Chief Information Officer at a construction company with 1,001‐5,000 employees

“If someone was looking into this product, I would absolutely recommend
it.”

Fabian Brandt

IT Security Consultant at Systemhaus for you GmbH

“We experienced a threat that could have severely crippled us, but we were
able to shut it down before it escalated, thanks to internal vulnerability
testing and addressing critical vulnerabilities using their tool.”

Verified user

Information Security Manager at a non‐profit with 51‐200 employees

“Honestly, it's one of the most transformational technologies we've
implemented in our company.”

Brian W.

Director of IT Security at a manufacturing company with 1,001‐5,000 employees
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“I believe that The NodeZero Platform by Horizon3.ai has kept me safer in a
cybersecurity sense.”

David Meyer

Senior Database Administrator at Stevenson, Robert Louis School

What users had to say about valuable features:

“The best features The NodeZero Platform by Horizon3.ai offers include addressing
security threats introduced by misconfigurations, identity, and vulnerability.

“The NodeZero Platform by Horizon3.ai helps me identify security threats from
misconfigurations or identity issues by conducting weekly scans of my entire
environment to identify issues as an attacker would perceive them, starting from a
patient zero..”

Read full reviewVerified user

Managing Director   Chief Technology Officer And CISO at a insurance
company with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11232367-by-reviewer2817003?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11232367-by-reviewer2817003?tid=pdf_prod_36152
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“What I liked the most about The NodeZero Platform by Horizon3.ai is that it
found a dangling DNS really well, which isn't super useful, but it did add a finding
to my reports, so that was good.

“The NodeZero Platform by Horizon3.ai did help me to understand potential
security threats, such as with the dangling DNS issue that came up, which is not
something you would normally be looking for, so that did add to my knowledge
base. Other than that, I would go through its attack path, so it did have some
learning qualities to it..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

“The best features that The NodeZero Platform by Horizon3.ai offers include its set
it and forget it type pen testing. You configure it once and then set it to
automatically run during certain days, which is particularly useful, especially when
you're a thin IT department.

That set-it-and-forget-it feature helps my team day-to-day by saving a lot of
time, as we can set the pen test and then divert our attention to other things while
the pen test is ongoing.

The NodeZero Platform by Horizon3.ai has positively impacted my organization by
catching vulnerabilities and exploits that we wouldn't otherwise be able to find as
easily or as quickly, so I'd say it helps better our cybersecurity posture..”

Read full reviewVerified user

Cybersecurity Engineer 1 at a non‐profit with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319368-by-reviewer2827158?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319368-by-reviewer2827158?tid=pdf_prod_36152
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“The best features of The NodeZero Platform by Horizon3.ai are that it does not
require much effort compared to manual penetration testing. You simply configure
the scan and modify the requirements you need, and it scans and provides quite
good results. The platform presents the data in a very clear way that even non-
technical people can understand the dashboard and read through it.

The user interface is significantly more user-friendly than other tools I have used.
The data and evidence gathered from the penetration test scan is excellent. It
shows any compromised accounts and devices, demonstrating exactly how The
NodeZero Platform by Horizon3.ai executed the attack. This is considerably better
than any other tools I have used. 

The NodeZero Platform by Horizon3.ai incorporates technologies that go beyond
traditional testing and scanning methods for vulnerabilities, such as Nessus,
Qualys, and Rapid7. While those tools focus on finding vulnerabilities, The
NodeZero Platform by Horizon3.ai not only finds the vulnerabilities but also
attempts to exploit them, gathers available evidence, and provides possible ways
to fix them. This is one of the greatest features of The NodeZero Platform by
Horizon3.ai.

When we run the penetration test scans, The NodeZero Platform by Horizon3.ai
definitely identifies all negative points and the external attack surface related to
them, showing what those external attack surfaces are and how we could fix
them..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
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“One of my favorite features of The NodeZero Platform by Horizon3.ai is the
scheduling feature, which means I do not have to remember to run the penetration
tests. Another feature I really appreciate is the remediation tasks that it provides.
When it offers remediation guidance, it gives me steps to resolve the issue, which
saves me time in determining what I need to do to remediate a certain
vulnerability.

“The remediation steps provided by The NodeZero Platform by Horizon3.ai are
usually quite detailed and helpful. Occasionally, I will get one that does not offer a
lot in the way of specific steps because the device on which it found the
vulnerability is not a standard device that it recognizes. However, if it is a Windows
box or Linux box, it is very good about giving me accurate information.

“I believe that The NodeZero Platform by Horizon3.ai has kept me safer in a
cybersecurity sense. It is one of a couple of different products I use for that
purpose, but because I have cybersecurity insurance, I am required to run pen tests
at least once a year. This product allows me the opportunity to run it as many times
as I want, which is very beneficial because when new things are introduced into my
network, I may not be able to identify these vulnerabilities until I run my next
penetration test, which could be up to eleven months later.

“Because I stay on top of these things, I am not usually caught off guard with a
security issue that suddenly appears. I see them monthly and I do not have to
generally perform any sort of emergency response that I would have had to do in
the past when I had nothing in place..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“The best features that The NodeZero Platform by Horizon3.ai offers include the
automated scans, which are great to use; you set it, scope it, and let it go, which
works really well. The executive reporting feature is impactful for me as a
manager, providing a strong foundation to give quarterly and yearly reports to our
executives and board to see the state of our infrastructure from a security
standpoint.

“The level of detail and clarity in the executive reports from The NodeZero
Platform by Horizon3.ai absolutely helps me communicate effectively with
leadership. They are detailed enough for me to extract the necessary information
tailored for the executives and to provide a broader perspective on our mitigation
efforts or accepted risk stance and where additional controls exist.

“The NodeZero Platform by Horizon3.ai has positively impacted my organization
by giving us a better continuous picture of our security posture, what's exploitable,
and what can be used against the organization. It allows us to run scans whenever
needed, unlike a single third-party system that only provides a snapshot in time;
our processes must be ongoing as the security landscape is dynamic.

“NodeZero's endpoint security effectiveness feature impacts my understanding of
potential security threats by providing a clear picture of both the external and
internal landscapes within my organization, enabling me to prioritize and adjust as
needed for vulnerabilities such as WordPress plugin issues or user enumerations
and software code version assessments.

“I have built The NodeZero Platform by Horizon3.ai into our weekly and monthly
workflows for security CI/CD, and we scan our externally accessible assets every
week to address anything quickly if it comes up. That includes our firewalls,
websites, and anything that is an external web server, which we scan weekly, while
the monthly scans are for internal systems that feed our security CI/CD pipeline,
enabling us to action across and prioritize any vulnerabilities caught by The
NodeZero Platform by Horizon3.ai..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
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Other Solutions Considered

“For automated scans, I have not used any other tools apart from manual
scanning. I have been using The NodeZero Platform by Horizon3.ai for the first
time, and it feels good and easy to work with..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

“I previously used Fortelist, an annual service that they provided to run
penetration tests on my network. The reason I switched is because I wanted to be
able to run penetration tests more frequently, and it simply would not have been
cost-effective to do it more often than one time a year. That is the main reason for
the change..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“In comparison to other vendors like AttackIQ and Pentera, The NodeZero
Platform by Horizon3.ai stands out due to its autonomous capabilities that allow it
to learn from the environment and follow different attack patterns, offering a
better attack path workflow..”

Read full reviewFarhan Ahmed

Pantesting Lead at a government with 10,001+ employees

“I did evaluate other options before going with The NodeZero Platform by
Horizon3.ai, as I was not myself in the process of choosing between The NodeZero
Platform by Horizon3.ai and others, but I know that we chose it because it is cloud-
based, so it is easy to set up. There is no need for a customer to purchase on-prem
servers or anything like that. They just need a little runner on some laptop or
server or virtual machine, so it is easy to maintain. It is not too pricey for the
customers we planned it for. Currently, it supports very well our offensive security
offerings..”

Read full reviewLaura Halonen

Offensive Security Analyst at a tech services company with 201‐500
employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10983518-by-farhan-ahmed?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10983518-by-farhan-ahmed?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
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“Prior to adopting The NodeZero Platform by Horizon3.ai, I did not work with any
other solution of the same kind, as mentioned, I have done manual pentesting.
Burp Suite has some automatic scanning and testing extensions, but I have mostly
been a manual tester and bug hunter. I have read a lot about Aikido solution or
Pentera, but that is just on a common level of knowledge gathered from the
internet, not anything too deep or technically deep..”

Read full reviewLaura Halonen

Offensive Security Analyst at a tech services company with 201‐500
employees

“Before selecting the NodeZero platform by Horizon3.ai, I evaluated several
alternative solutions from other vendors, including Pentera and RidgeBot.

We ultimately chose NodeZero for three main reasons. First, its technical
capabilities were better aligned with the specific use cases and outcomes we were
looking to achieve. Second, it was more commercially competitive and offered
better value than the other solutions we assessed. Third, the quality of both
customer and technical support was a key differentiator. Whenever we required
assistance, advice, or issue resolution, the Horizon3.ai team was responsive,
accessible, and highly supportive in working through our requirements..”

Read full reviewHussain Z

Senior Manager | Manager Security Services at RISK ASSOCIATES

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11000210-by-laura-halonen?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10975177-by-hussain-z?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10975177-by-hussain-z?tid=pdf_prod_36152
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ROI
Real user quotes about their ROI:

A reduction in remediation time has been seen because it is finding things before
they happen. Much time is not being spent on remediation since acquiring it
because it is finding things before they become an issue. Even if there is a zero-day
and patching is done and then run, it verifies that, so it is preventing a lot of
remediation time with anything.

Read full reviewBrian Burnett

Director of Enterprise Security at a energy/utilities company with 51‐200
employees

“I believe The NodeZero Platform by Horizon3.ai has helped reduce my pen testing
costs, but I cannot tell you exactly how much as I am not the person who paid for
those services. However, I believe it was a significant reduction..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-9938655-by-brian-burnett?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-9938655-by-brian-burnett?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“I do not know exactly in terms of the client because I work for the client, but
personally I feel the remediation time is significantly reduced compared to what
we used to do with manual testing. I would estimate approximately thirty to forty
percent reduction..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

“Although I do not have specific metrics indicating return on investment such as
fewer employees or direct savings, the main metric is that we save time because
The NodeZero Platform by Horizon3.ai is scanning continuously and allows us to
track remediations within the platform. Time to resolution and verification is what
I focus on most, as we can quickly verify the resolution of vulnerabilities through
the one-click verify feature in The NodeZero Platform by Horizon3.ai..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
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“So far, I have seen a clear return on investment from the NodeZero platform by
Horizon3.ai. As an autonomous solution, it has enabled us to save a significant
amount of time and effort by reducing the level of manual work required. This has
been one of the key benefits of adopting a platform of this type.

In addition, because the platform is designed to scale effectively for enterprise
environments, it has also helped us improve efficiency on larger engagements. As
a result, we are seeing cost savings through reduced effort and a more streamlined
delivery model..”

Read full reviewHussain Z

Senior Manager | Manager Security Services at RISK ASSOCIATES

“It is difficult to put a number to regarding the rewards and the ROI from The
NodeZero Platform by Horizon3.ai. I would essentially say either immeasurable
improvement or 99.9 percent. We've had customers who had quite literally insane
issues in their networks. Being able to find them because there have been no eyes
on that particular section so far ever, and fixing those potentially prevented those
companies from getting breached. I will say absolutely 99.9 percent.

Regarding how much time The NodeZero Platform by Horizon3.ai has reduced me
in testing, for comparison, this is a bit of a difficult question because it's not really
directly comparable. For example, we've tested a global company and tested their
entire network. That took us two days. If you were to do that with a manual pentest
on the entire network, that would take months. The amount of manpower and
costs associated with that is almost an immeasurable improvement again..”

Read full reviewFabian Brandt

IT Security Consultant at Systemhaus for you GmbH

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10975177-by-hussain-z?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10975177-by-hussain-z?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10966809-by-fabian-brandt?tid=pdf_prod_36152
https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10966809-by-fabian-brandt?tid=pdf_prod_36152
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Use Case

“We were using The NodeZero Platform by Horizon3.ai for additional findings for
PenTest for network, and we did manual testing as well, so it was kind of just
testing it out to see if we liked it..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

“My main use case for The NodeZero Platform by Horizon3.ai includes pen testing
and vulnerability management. I use The NodeZero Platform by Horizon3.ai to run
weekly external and internal scans to identify configuration issues, software
vulnerabilities, or misconfigurations..”

Read full reviewVerified user

Managing Director   Chief Technology Officer And CISO at a insurance
company with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
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“My main use case for The NodeZero Platform by Horizon3.ai is performing
quarterly pen tests on our enterprise and OT networks.

For those quarterly pen tests, we usually run them in the actual web UI interface,
selecting what subnets we want to hit for pen tests, what vulnerabilities we want
to use, and the whitelists that we have in place. We don't step on any sensitive
devices, and then afterwards, we review the findings and remedy the problems..”

Read full reviewVerified user

Cybersecurity Engineer 1 at a non‐profit with 51‐200 employees

“My main use case for The NodeZero Platform by Horizon3.ai is C-TAM to actively
scan for threats or potential threats within our environment and to help keep our
environment secure. A specific example of how I have used The NodeZero Platform
by Horizon3.ai for C-TAM in my environment is that we had some exposed SSH
ports within a cloud provider, and we were able to clear those and close those ports
up..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319368-by-reviewer2827158?tid=pdf_prod_36152
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“I use The NodeZero Platform by Horizon3.ai for internal and external pentest
scans, and it also provides Kubernetes scanning and scanning of GitHub accounts.
Primarily, I use it for internal and external pentest scans.

Regarding on-premises systems, I have executed pentest scans on externally
located and internally located systems, but I have not tried much with on-
premises servers. I honestly do not have significant exposure in that area and
cannot provide feedback on that part at this time..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
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“I have been using The NodeZero Platform by Horizon3.ai for about three years
now.

“I use The NodeZero Platform by Horizon3.ai to run scheduled penetration tests
against my internal and external network resources.

“I recently changed my hosting service and web hosting service, and along with
that change, I decided to run another penetration test against it to ensure
everything was functioning properly. I did find a vulnerability which I was able to
quickly address and resolve.

“I run this once a month in general, although I will run it whenever something new
is introduced into my infrastructure. My monthly run reports provide me with data
that I can review, and if I find anything in there that I did not see before, I can
address it..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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Setup
The setup process involves configuring and preparing the product or service for use, which may
include tasks such as installation, account creation, initial configuration, and troubleshooting any
issues that may arise. Below you can find real user quotes about the setup process.

“My experience with the pricing, setup cost, and licensing of The NodeZero
Platform by Horizon3.ai has been great. The sales process with Calvin and the team
was excellent, leaving me very satisfied with the implementation and support
from the NodeZero sales team..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

“The initial deployment of The NodeZero Platform by Horizon3.ai is absolutely
straightforward and simple; all I need to do is request for an instance, specify these
things, and there is nothing really to install apart from the agent server that I need
to install. It is not a big deal..”

Read full reviewShankar V.

Assistant Vice President at a tech services company with 1,001‐5,000
employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
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“The deployment of The NodeZero Platform by Horizon3.ai is very easy.

“Implementing The NodeZero Platform by Horizon3.ai takes hardly 10 to 15
minutes, as you only need to deploy it on one endpoint, which will handle pen
testing for all systems..”

Read full reviewFarhan Ahmed

Pantesting Lead at a government with 10,001+ employees

“The installation process for the NodeZero platform by Horizon3.ai is
straightforward and easy to complete. The deployment workflow is simple: you
download the preconfigured virtual machine from the Horizon3.ai website, run it
within the target environment, and then copy and execute the provided script
within the locally deployed agent. Once that is done, the platform is ready to begin
testing almost immediately.

In my experience, I have not encountered any challenges or blockers during
installation. The overall setup process has been smooth, intuitive, and reliable..”

Read full reviewHussain Z

Senior Manager | Manager Security Services at RISK ASSOCIATES

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-10983518-by-farhan-ahmed?tid=pdf_prod_36152
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“Interestingly enough, I have used that quite a bit in the past. The last time I ran
my pen test, I for whatever reason was not able to quickly retest as conveniently as
before. I am not really sure why that is, and I probably should just talk with
Horizon3.ai about that.

“Certainly, time has been saved with The NodeZero Platform by Horizon3.ai, and I
would imagine money has been saved from the previous way of doing my pen tests,
which were a yearly pen test that were quite expensive to do. There has been no
change in employment or employees, but as far as the licensing costs, I think that
was a big win for me..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11290171-by-david-meyer?tid=pdf_prod_36152
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“The initial deployment of The NodeZero Platform by Horizon3.ai was easy when I
first deployed it.

“It took me maybe thirty minutes to deploy The NodeZero Platform by Horizon3.ai
for the first time, and it was not hard at all.

“One person can manage The NodeZero Platform by Horizon3.ai, so you do not
need a team for this.

“Regarding maintenance on my end with The NodeZero Platform by Horizon3.ai,
there was no requirement, though I did have to clean up tests that either we
stopped or were duplicates, so you did have to go in once in a while and clean up,
but nothing major..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
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Customer Service and Support

“The customer support is fantastic. I personally reached out to them, and The
NodeZero Platform by Horizon3.ai provides sufficient evidence needed to
understand the attacks it attempted, gathering relevant information regarding
compromised accounts..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

“We have had no issues with their customer support; it seemed pretty solid.

I would rate the customer support of The NodeZero Platform by Horizon3.ai as an
eight..”

Read full reviewVerified user

Cybersecurity Engineer 1 at a non‐profit with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
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“So far, customer support for The NodeZero Platform by Horizon3.ai has been
great; we appreciate the team for always answering our questions promptly and
bringing in resources as necessary. I would rate customer support for The
NodeZero Platform by Horizon3.ai a 10; the team has been great in responding
quickly and thoroughly explaining any questions we may have..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees

“Customer support for The NodeZero Platform by Horizon3.ai is awesome. I love
the chat person I work with on chat. She is always super responsive and very
patient and is able to get to the bottom of my problems, which are fairly
infrequent. At the beginning, there were a few little hiccups that I was causing
through some misunderstanding on my part, but she was very good..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319376-by-brent-hamlin?tid=pdf_prod_36152
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“I have chatted with technical support for The NodeZero Platform by Horizon3.ai a
few times, usually regarding issues such as needing the password list because we
locked people out and needed to know why, or if I was entering something and
getting a weird response from The NodeZero Platform by Horizon3.ai, I would ask
them, and they would usually resolve it for me, so they were really good.

“For support of The NodeZero Platform by Horizon3.ai, I would give them a ten, as
they are right on the spot, quick, and always give me the right answers..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

“I evaluate customer service and technical support for The NodeZero Platform by
Horizon3.ai as good. If we have had problems, that is with the actual licensing style
they are using. When we have customers, like midterm, let us say six months after
our own contract starts, we get the pricing for the next six months, but then we
have to negotiate again. What I would like to see from them is a tenant-based
licensing for our customers also, not just us. Overall, we have good contacts, we get
answers to questions we ask them very quickly. Support has been pretty quick also.

On a scale of one to ten, I would rate the tech support for The NodeZero Platform
by Horizon3.ai as nine..”

Read full reviewLaura Halonen

Offensive Security Analyst at a tech services company with 201‐500
employees
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Other Advice

“The first time you run a test with The NodeZero Platform by Horizon3.ai, be
prepared to triage because you are going to find things you had no idea you had.

“It is because I have not had any serious problems for a long time. I would say that
the very first time I ran The NodeZero Platform by Horizon3.ai, I did find many
things such as open SFTP ports, open FTP ports, and open database ports that I was
able to quickly address. I would say quickly, but it took a while because the
platform found so many. However, it was super helpful because I did not have a
single way to find those things before.

“I give this review a rating of nine..”

Read full reviewDavid Meyer

Senior Database Administrator at Stevenson, Robert Louis School
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“My advice to others looking into using The NodeZero Platform by Horizon3.ai is to
do yourself a favor and see what the product will find. The platform's real attack
capabilities have helped in identifying vulnerabilities in my on-premises systems
by allowing us to find even systems that made it off inventory; there is nowhere to
hide from The NodeZero Platform by Horizon3.ai.

“The NodeZero Platform by Horizon3.ai's endpoint security effectiveness feature
impacts my understanding of potential security threats by allowing me to assess
the efficacy of the EDR solution. The NodeZero Platform by Horizon3.ai has
improved my remediation times in a meaningful way and has helped reduce my
pen testing costs by approximately 25 percent. I would rate this product 8 out of
10..”

Read full reviewVerified user

Managing Director   Chief Technology Officer And CISO at a insurance
company with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11232367-by-reviewer2817003?tid=pdf_prod_36152
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“Regarding deployment, it is quite easy if you are talking about the cloud
environment and configuring the scan. I do not find it too complex. The setup
should be very quick, almost instantaneous, comparable to logging into any other
portal.

The NodeZero Platform by Horizon3.ai offers options in both directions, but I
personally used it in a cloud environment, and I feel it is much easier than an on-
premises environment. It is easy to install, but it takes a little bit of time. Once you
log in and share your targets, you can configure your scan and run it, making it
much easier overall.

I would certainly recommend The NodeZero Platform by Horizon3.ai to others. I
am sure they would appreciate how it presents the data and reports. It does not
just provide a technical report; it presents multiple reports of various attacks that
may be useful for management who might not understand technical terms. It
definitely helps to have those kinds of reports as well, allowing anyone to
understand what is happening in the environment and what can be done about it.

Based on my work experience over seven to eight months of using The NodeZero
Platform by Horizon3.ai, I am still learning more about the product, and there is
much more to explore. I would give this product a rating of eight out of ten..”

Read full reviewNishantKumar

Security Engineer at Herjavec Group

“My impression of the solution's feature that allows security teams to fix and
retest vulnerabilities instantly is that it's a very useful feature, and I highly
appreciate that feature.

The platform's real attack capabilities have helped in identifying vulnerabilities in
my on-prem systems by giving us a real-world example of what we should be

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11050316-by-nishantkumar?tid=pdf_prod_36152
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prioritizing, which helps during the vulnerability management process, so it's
helped us significantly.

We don't necessarily use the endpoint security effectiveness feature; we don't
really pay attention to it.

The NodeZero Platform by Horizon3.ai has reduced our pen testing costs, but I
don't have a specific number.

My advice to others looking into using The NodeZero Platform by Horizon3.ai is to
utilize the one-click vulnerability or rescan feature for NodeZero.

I think they're also the reseller for the product.

I would rate this solution an eight overall..”

Read full reviewVerified user

Cybersecurity Engineer 1 at a non‐profit with 51‐200 employees

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11319368-by-reviewer2827158?tid=pdf_prod_36152
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“The last time I actually used The NodeZero Platform by Horizon3.ai was probably
at least July of last year.

“I have no impression of The NodeZero Platform by Horizon3.ai's feature that
allows security teams to fix and retest vulnerabilities instantly as I never used the
retest with them. We always did that manually.

“Regarding the Real Attack capabilities of The NodeZero Platform by Horizon3.ai,
out of all of that time that we were using the product, it only ever got domain
admin once, and it did start from the very beginning and lay out the entire attack
for us, which was good. We did hundreds of tests, so that is why we did not
continue, as it was very expensive for a very low yield.

“The pricing of The NodeZero Platform by Horizon3.ai is too much for what it
yields.

“I do not know if we are a partner with The NodeZero Platform by Horizon3.ai. I do
not think so, as we were just clients and users.

“I would give this review an overall rating of six..”

Read full reviewKarrie Westmoreland

Senior Security Engineer at a consultancy with 11‐50 employees

“The NodeZero Platform by Horizon3.ai is currently deployed in a public cloud, and
we plan to incorporate some on-premise capabilities as we work on network
segmentation to scan other sites from remote office locations or physical sites.

“For our public cloud deployment of The NodeZero Platform by Horizon3.ai, we use
Azure.

“What we have seen as specific outcomes indicating this positive impact is that
everything external on our systems scores below two, which is really good. While
we have some configuration cleanup to do, everything external is very clean now,

https://www.peerspot.com/product_reviews/the-nodezero-platform-by-horizon3-ai-review-11059898-by-karrie-westmoreland?tid=pdf_prod_36152
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and we identified what needs to be addressed, prioritized them, and within weeks
got to a very clean state externally, though we still have ongoing work internally
due to some legacy systems.

“The platform's real attack capabilities help in identifying vulnerabilities in our
on-prem systems by reviewing our overall posture and available layers. Given our
complexity with 17 different sites in Azure, we are constantly scanning across the
network, realizing that our network segmentation needs improvement. Once we
enhance that segmentation, we will utilize The NodeZero Platform by Horizon3.ai
at one of our remote office sites to conduct scans accordingly.

“I adore the feature of The NodeZero Platform by Horizon3.ai that allows security
teams to fix and retest vulnerabilities instantly, as I always want to validate the
efforts and diligence put forth by my team.

“I assess that The NodeZero Platform by Horizon3.ai has improved our
organization's remediation time because we have fewer vulnerabilities to
remediate now. Initially, we had a lot of medium vulnerabilities and a few high
ones, allowing us to prioritize and resolve the high risks quickly, then address the
medium vulnerabilities more methodically to add value back to the organization,
which we accomplished in a timely manner.

“The NodeZero Platform by Horizon3.ai is great, with an amazing MCP server and
great API integration. I have utilized both and can vouch for their features.
However, my team struggles with the onboarding side of our engagement, which
should have been more robust; having a statement of work and a clear definition of
success would have been beneficial. We faced challenges building the boat as we
were launching without clarity on how we wanted to use the system, but that is the
only constructive criticism I have for improvements.

“The NodeZero Platform by Horizon3.ai has not helped reduce our pen-testing
costs; in fact, our pen-test engagement was cheaper than the cost of The NodeZero
Platform by Horizon3.ai. However, the pen test occurred only once a year and
provided just a snapshot of a moment in time without follow-up for remediation
validation, so we appreciated it but it did not effectively portray our organization's
ongoing state.

/products/microsoft-azure-reviews
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“I advise others looking into using The NodeZero Platform by Horizon3.ai to buy
onboarding hours and create a statement of work since building that ad hoc is not
in the best interest of the organization. It is vital to define success criteria for when
the onboarding process is completed and implemented.

“The NodeZero Platform by Horizon3.ai does what it is advertised and does it really
well, and I would rate this review a 10..”

Read full reviewBrent Hamlin

Infrastructure Manager at a construction company with 501‐1,000
employees
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Top Industries
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About this buyer’s guide
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unbiased review from a real user.

Get a custom version of this report...
Personalized for you!
Please note that this is a generic report based on reviews and opinions from the collective

PeerSpot community. We offer a customized report of solutions recommended for you based

on:

• Your industry

• Company size

• Which solutions you’re already considering

The customized report will include recommendations for you based on what other people like

you are using and researching.

Answer a few questions in our short wizard to get your customized report.

Get your personalized report here

https://www.peerspot.com/categories/vulnerability-management/shortlist?tid=pdf_prod_36152
https://www.peerspot.com/categories/vulnerability-management/shortlist?tid=pdf_prod_36152
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About PeerSpot
PeerSpot is the leading review site for cloud, AI, and business software. We created PeerSpot

to provide a trusted platform to share information about software, applications, and services.

Since 2012, over 22 million people have used PeerSpot to choose the right software for their

business.

PeerSpot helps tech professionals by providing:

• A list of products recommended by real users

• In‐depth reviews, including pros and cons

• Specific information to help you choose the best vendor for your needs

Use PeerSpot to:

• Read and post reviews of products

• Access over 30,000 buyer’s guides and comparison reports

• Request or share information about functionality, quality, and pricing

Join PeerSpot to connect with peers to help you:

• Get immediate answers to questions

• Validate vendor claims

• Exchange tips for getting the best deals with vendor

Visit PeerSpot: www.peerspot.com

PeerSpot
244 5th Avenue, Suite R‐230 • New York, NY 10001

reports@peerspot.com

+1 646.328.1944
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